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Trilateration
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void dumpPeerLocations(cords,distance)
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This vulnerability 
was later publicly 

disclosed in January 
2021 on the 

Ahmed's Notes 

blog.

Telegram tried to 
mitigate this, and 

since February 
2021 they have 

implemented a few 

countermeasures  
with partial success. 
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Is the current 
situation any 

better?
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It Depends (on the app)…
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10

Analysed APPS
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How did we evaluate 
the risk of each app? 
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“Feature” Analysis 

Precise DistanceSpoof locationProfile validation

Results 
reliability

CERTIFICATE 
PINNING

ROOT/JAILBREAK 
DETECTION
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Precise
Distance

Spoof 
location

Results 
reliability
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Profile 
validation
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Tier #1 Bypass

https://thispersondoesnotexist.com/

https://thispersondoesnotexist.com/
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tier #2 bypass
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tier #2 bypass
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tier #3 bypass
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tier #3 bypass 



Personal

32 17 September, 2021

tier #3 bypass
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Statistics and 
overview
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Status of the analysed apps

94%
No certificate 

pinning

88%
No profile 
validation

100% 7/35
Vulnerable to Easy & 

Accurate Users 
Geolocation

35 App 
Analysed
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Vuln Geo
Precise 

Location
Loc. Spoofable Cert. Pinning

Root 

Detection

Profile 

Validation

Telegram Yes (*) Yes Yes Yes No N/A

App2 Yes Yes Yes No No No

App3 Yes Yes Yes No No No

App4 Yes Yes Yes No No No

App5 Yes Yes Yes No No No

App6 Yes Yes Yes No No No

App7 Yes Yes Yes No No No

App8 Partially Partially Yes No No No

App9 Partially No Yes No No Yes
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11

Takeaways and 
mitigations
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developers

• .
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6 decimal digits = 1mm
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See “Your Neighbors Are My Spies”: https://arxiv.org/pdf/1604.08235.pdf

https://arxiv.org/pdf/1604.08235.pdf
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See Robert Heaton’s article on Tinder: 

https://robertheaton.com/2018/07/09/how-tinder-keeps-your-location-a-bit-private/

https://robertheaton.com/2018/07/09/how-tinder-keeps-your-location-a-bit-private/
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Enforce 
Certificate Pinning

Detect Root/jailbroken 
devices

Implement 
Anti-debug mechanisms
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USERS

• .
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• .
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vs
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Wrap up - Attackers

• LBS-enabled applications are still trendy and will continue being 

so in several industries

• How trilateration works and how to geolocate people

• Current and past vulnerable applications

• Still, plenty of vulnerable applications being actively developed

• Automatization is possible

• Bulk geolocation and person tracking is possible

• Deepfake attacks are here to stay
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Wrap up - defenders

• Developers:

• Think twice about what data you are going to send to client-side

• Actively look for suspicious activities and ban users

• Do not rely solely on software to do humans work

• Users:

• Do not register if you can avoid it 

• Use privacy features of the apps and the O.S.

• Favour applications developed by veteran teams
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Thank you



Personal

65 17 September, 2021

Bibliography and previous works
[1] https://grindrmap.neocities.org

[2] https://pastebin.com/fRa1s6yQ

[3] https://www.synack.com/blog/the-dos-and-donts-of-location-aware-apps-a-case-study/

[4] https://blog.includesecurity.com/2014/02/how-i-was-able-to-track-the-location-of-any-tinder-user

[5] https://www.independent.co.uk/news/world/africa/egypt-s-police-using-social-media-and-apps-grindr-trap-gay-

people-9738515.html

[6] https://www.slideshare.net/Shakacon/theres-waldo-by-patrick-wardle-colby-moore

[7] https://arxiv.org/pdf/1604.08235.pdf

[8] https://www.cs.columbia.edu/~suphannee/papers/argyros.top2017.location.pdf

[9] https://eipr.org/sites/default/files/reports/pdf/the_trap-en.pdf

[10] https://www.article19.org/apps-arrests-abuse-egypt-lebanon-iran/

[11] https://www.hindawi.com/journals/scn/2018/3182402/

[12] https://null-byte.wonderhowto.com/how-to/track-down-tinder-profile-with-location-spoofing-google-chrome-

0182905/

[13] https://robertheaton.com/2018/07/09/how-tinder-keeps-your-location-a-bit-private/

[14] https://www.queereurope.com/it-is-still-possible-to-obtain-the-exact-location-of-cruising-men-on-grindr/

[15] https://www.pentestpartners.com/security-blog/dating-apps-that-track-users-from-home-to-work-and-

everywhere-in-between/

[16] https://www.bleepingcomputer.com/news/security/strava-app-shows-your-info-to-nearby-users-unless-this-

setting-is-disabled/

[17] https://blog.ahmed.nyc/2021/01/if-you-use-this-feature-on-telegram.html

[18] https://robertheaton.com/bumble-vulnerability/

https://grindrmap.neocities.org/
https://pastebin.com/fRa1s6yQ
https://www.synack.com/blog/the-dos-and-donts-of-location-aware-apps-a-case-study/
https://blog.includesecurity.com/2014/02/how-i-was-able-to-track-the-location-of-any-tinder-user
https://www.independent.co.uk/news/world/africa/egypt-s-police-using-social-media-and-apps-grindr-trap-gay-people-9738515.html
https://www.independent.co.uk/news/world/africa/egypt-s-police-using-social-media-and-apps-grindr-trap-gay-people-9738515.html
https://www.slideshare.net/Shakacon/theres-waldo-by-patrick-wardle-colby-moore
https://arxiv.org/pdf/1604.08235.pdf
https://www.cs.columbia.edu/~suphannee/papers/argyros.top2017.location.pdf
https://eipr.org/sites/default/files/reports/pdf/the_trap-en.pdf
https://www.article19.org/apps-arrests-abuse-egypt-lebanon-iran/
https://www.hindawi.com/journals/scn/2018/3182402/
https://null-byte.wonderhowto.com/how-to/track-down-tinder-profile-with-location-spoofing-google-chrome-0182905/
https://null-byte.wonderhowto.com/how-to/track-down-tinder-profile-with-location-spoofing-google-chrome-0182905/
https://robertheaton.com/2018/07/09/how-tinder-keeps-your-location-a-bit-private/
https://www.queereurope.com/it-is-still-possible-to-obtain-the-exact-location-of-cruising-men-on-grindr/
https://www.pentestpartners.com/security-blog/dating-apps-that-track-users-from-home-to-work-and-everywhere-in-between/
https://www.pentestpartners.com/security-blog/dating-apps-that-track-users-from-home-to-work-and-everywhere-in-between/
https://www.bleepingcomputer.com/news/security/strava-app-shows-your-info-to-nearby-users-unless-this-setting-is-disabled/
https://www.bleepingcomputer.com/news/security/strava-app-shows-your-info-to-nearby-users-unless-this-setting-is-disabled/
https://blog.ahmed.nyc/2021/01/if-you-use-this-feature-on-telegram.html
https://robertheaton.com/bumble-vulnerability/

	Slide 1: Breaking the Security of Location-enabled Apps
	Slide 2: # whoami
	Slide 3: Sections
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21: “Feature” Analysis 
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27: Tier #1 Bypass
	Slide 28: tier #2 bypass 
	Slide 29: tier #2 bypass 
	Slide 30: tier #3 bypass
	Slide 31: tier #3 bypass 
	Slide 32: tier #3 bypass
	Slide 33
	Slide 34
	Slide 35: Status of the analysed apps
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46: developers
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56: USERS
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62: Wrap up - Attackers
	Slide 63: Wrap up - defenders
	Slide 64
	Slide 65: Bibliography and previous works

