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Trilateration
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| Fake GPS Location |




void dumpPeerlLocations(cords,distance)
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51.474390937727 0032992??{}&55?; 985189[}
51.476143536718(-0.02927198750656 _ 98618902

51.47481764608|-0.04013684151525 775 98618902
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Is the current
situation any
better?
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It Depends..ocu...
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How did we evaluate
the risk of each app?
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“Feature” Analysis
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m Cancel Target: hﬂp:_et:l[}ﬂaz / G

Request Response Q== -
Pretty JReU8 Hex \n = =IEIVE Raw Hex Render \n = =
1 ?min age= _age= ' r gender "age":30, 3
user latitude=38.76316user longitude=-4.1757§1ind "default_ o 0
HTTP/1.1 "mmid":" L
27 accept-charset: UTF-8 "photo_base url":"https:\/ JO45F4 | C
Jcontent-type: application/x-www-Torm-urlencoded I -
4 user-agent : "description®.null
dateme-android-v5.0.19-api v6.1-flaedc485c713fe8-en GB-360 ['distance":188.415200734579, |
x640 “firstname” :"sandra o,
5 Host : NG < : 10032 "gender":"f", \/
£ Connection: close "is fan":0,
7 Accept-Encoding: gzip, deflate "is_favorite":0,
5 Cookie: mojolicious= "is mutual":@,
ey IndXRoXZRhdGEL101120TQ5Mj cwliwliZXhwaXJlcy IEMTKONTMON] IGMN ‘is_online”:0,
0---d0c5B8edc7adcabB8a’2552afal3a973998%b6dcdb "last_online_datetime":"2021-08-07T00:54:192",
9 If-Modified-Since: Thu, 26 Aug 2021 13:56:31 GMT ‘lastname”:"",
0 "latitude":40.4163,
1 : "longitude” :-3.6934,

"loocking for_age max":35,
"looking for_age min":18,
"lookin I
"mmid":

“Number_of photos":"3",
"relationship status":"single",
“sexuality":"open_minded"

‘age":31,
“default_| "
“mmid":’

"photo_base url":"https:\/\/img.meet-me.com\/884al
1



Profile
validation
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Tier #1 Tier #2 Tier #3
Basic medium “advanced”



Tier #1 Bypass

Hello, it's
me, can |
come in?

you!
Please,
come in



https://thispersondoesnotexist.com/
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tier #2 bypass
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tier #2 bypass

1212 ‘ e BT @

Guest, 36

@ You verified your profile

Do they match? <.

@ Online

Copy this gesture

We'll compare your selfie with your
profile and check if they match. Your
photo is private and won't be posted to HOMETOWN

Guest, 36 your profile. Retry London - 1km

If your gesture looks the same then As a verified user, you are shown more
please submit it for verification. often to other users

Q London - 1km

& PROFESSION
® Online :

]
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tier #3 bypass

How it works

We’ll useffacial recognition
technology to ensure you're the
real you, by comparing your facial
geometry in your selfies and profile
pics. Selfies aren’t added to your
profile, but are kept for easy future
re-verification. Facial geometry
details will be deleted upon

How does Photo
Verification work?

Photo verification has two steps: Pose verification
and face verification. You will receive "verified"
status, once your selfie photo passes both pose

and face verification steps.

Pose verification extracts pose geometries from
your selfie photo using computer vision
technology, and determine whether the pose
geometry matches with the one we requested.
Face verification detects your face in your selfie
and your profile photos, and extracts facial

geometries using facial recognition technology

17 September, 2021
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tier #3 bypass
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Do these pics match?
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‘ f possible to the original photo
o
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Complete action using

OB e
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Statistics and
overview



Status of the analysed apps

100%

88% 9 4% No root detection

No certificate

No profile S
pinning

validation

7/35

Vulnerable to Easy &
Accurate Users
Geolocation

S
|
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Yes (*) Yes
Yes Yes
Yes Yes
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Yes Yes
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felipe@G4010-InkJet:~/...

(TeleStalk)

~/Researchs/SenseCon_2020/TeleStalk/Code/Telethon ® 11:31:56
$ ./track_user.py -h

Usage: track_user.py [options]

Options:
-h, --help show this help message and exit
-1 LATITUDE, --lat=LATITUDE
Latitude of your coordinates
-L LONGITUDE, --long=LONGITUDE
Longitude of your coordinates
-c CITY, --city=CITY City name or address where you want to locate the
Telegram user
-t TARGET, --target=TARGET
Target Telegram username or 'Name Surname'
-0 OUTPUT, --output=0UTPUT
OQutput file name

-k KML, --kml=KML Output KML path
-q, --quiet don't print status messages to stdout
(TeleStalk)

~/Researchs/SenseCon_2020/TeleStalk/Code/Telethon ® 11:32:03
$ ./track_user.py -hji




(TeleStalk)
felipe@~/Researchs/SenseCon_2020/TeleStalk/Code/TeleStalk an
$ ./ApplStalk.py -1 51.4879404709426 -L -0.13700504661408758 -t fmtorre -k output/fmtorre.buckingham.kml # I am located at 51.501127, -0.142516 |

® 11:37:46



fellpe@G4010-InkJet:~/Researchs/SenseCon. 2020/TeleStalk/Code/TeleStalk

(TeleStalk)
felipe@~/Researchs/SenseCon_2020/TeleStalk/Code/TeleStalk on | ®

® 15:12:30
$ ./ApplScan.py --start-coords 51.47627549521731,-0.1726594128173455 --stop-coords 51.453890799744876,-0.10647075943858714 -d data/scans/Telegram_
Clapham_London_Database2.csv -o data/scans/Telegram_Clapham_London_out2.csv -k output/Telegram_Clapham_London2fkml



File Edit View Search Terminal Tabs Help

felipe@G4010-InkJet:~/Researchs/SenseCon.. 2020/TeleStalk/Code/TeleStalk n
(TeleStalk)

felipe@~/Researchs/SenseCon_2020/TeleStalk/Code/TeleStalk on
$ clearf]




felipe@G4010-InkJet:~/Researchs/SenseCon. 2020/ TeleStalk/Code/TeleStalk

(TeleStalk)
feitpe@~/Researchs/SenseCon_Z020/TeleStalk/Code/TeleStalk on | | ® 16:09:16
$



(TeleStalk)

felipe@~/Researchs/SenseCon_2020/TeleStalk/Code/
$ ./App4Scan.py -u antonnito.pelaez@gmail.com -

felipe@G4010-InkJe

=~ |

t:~/Researchs/SenseCon. 2020/ TeleS

By ® 16:17:35
-start-coords '40.44032544271071,-3.7414788925620504

' --stop-coords '40.37850036164576,-3.6534166113256177"' -d dafa/scans/Madrid_db.csv -0 data/scans/Madrid_out.csv -k out
put/Recon_Scan_Madrid.kml -R 4
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Takeaways and
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SHE W Raw Hex Render Wn =
TPNoLO_pdse_ur”

},
"description":null,
"distance":500.750329738215,
"firstname":"Alba",
"gender":"f",
"is fan":0,
"is favorite':0,
"is mutual":0,
"is online":0,
"last online datetime":"2021-08-26T08
"lastname":"",
"latitude":40.8121,
"lonfjitude™: 0. 5197,
"looking for age max":
"looking_for_age min .
"looking for gender":"m",

FNLLPS A/ \/

"number of photos":"1",
"relationship status":" e
"sexuality":"straight"

I
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L N ]

Response

Pretty Raw \n  Actions

b

"mmConnectionstate”

"isMatch":false,
"isLikedByMe" : false

"hasLikedMe" :
}}
"distance" :86
"gpsExpiresOn’
}s

r

48

Talse

698043
116151

S

9
9

:l
70

'ZE'

47

17 September, 2021



’

AT e mlw wmorw g

felipe@~/Researchs/SenseCon_2020/TeleStalk/Code/TeleStalk on } Tele Bypass! ©®
$ ./App2Stalk.py -1 51.51426382867397 -L -0.09831127446650724 -t 22117292 -u f

[1]
[1]

49

#1 Searching for user id '22117292' (Hugo) around location 51.514263828673
Sucessfuly spoofed our location to the position 51.51426382867397,-0.09831
User 22117292 (Hugo) was found 919167.0 meters away from 51.51426382867397
Waiting 50 seconds to continue.

#2 Searching for user id '22117292' (Hugo) around location 43.502343,-3.30
Sucessfuly spoofed our location to the position 43.502343,-3.3082 "

User not found. Waiting 60 seconds to try agatn Q

d yﬁ‘

> 7

L L.
‘A
ey
.
N »
o
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See “Your Neighbors Are My Spies”: https://arxiv.org/pdf/1604.08235.pdf



https://arxiv.org/pdf/1604.08235.pdf
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https://robertheaton.com/2018/07/09/how-tinder-keeps-your-location-a-bit-private/

55

D)@

Enforce Detect Root/jailbroken Imp[emﬁnﬂ
Certificate Pinning devices Anti-debug me.c_h_in_ig,rp_s ______
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DONTDOIT




¢ Settings

Discovery Settings

Location

U n blﬂ'{:k USE rs m > o My Current Location

Add a new location

Show Distance

T ber
Your distance from other users will not be displayed. However,
your profile will be visible to other users in the grid, sorted by
your distance from them. Therefore, an approximate distance

may be inferred.

17 September, 2021
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<_

Location permission

-

Mi Browser

LOCATION ACCESS FOR THIS APP

Allow only while using the app
Ask every time

Deny

Allow “"Weather"” to access
your location while you are
using the app?

App explanation for While Use App:

"Your location is used to show
local weather."

Allow While Using App

Allow Once

Don't Allow
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| Fake GPS Location |




Wrap up -

- 'LBS-enabled applications are still trendy and will continue being
'so in several industries
» 'How trilateration works and how to geolocate people

« 'Current and past vulnerable applications

- ' Automatization is possible
« 'Bulk geolocation and person tracking is possible C

- Deepfake attacks are here to stay

I
I
62 |
I
I
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Wrap up -

Developers:

.+ Think twice about what data you are going to send to client-side
. Actively look for suspicious activities and ban users

* Do not rely solely on software to do humans work

Users: :
« Do not register if you can avoid it

« Use privacy features of the apps and the O.S.

« Favour applications developed by veteran teams

I
I
I
I
I
I
I
I
I
I
I
I
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Thank you
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